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Chapter 2. Risk & Opportunity Analysis  
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4) SIs & FAQs 4 

5) Supplementary Notes 

6) Exhibits 

 

0) Introduction 

This chapter is on risk and opportunity analysis (R&O), which is the greatest change in ISO’s approach 

to ISO9001for this new version. ISO9001 will no longer be one-size-fits-all. The clauses of the 

Standards while is still useful, will be implemented in reference to risk and opportunities facing an 

organization. 

 1) 4.1 Understanding the organization and its context (ISO9001) 

(Clause Description-Paraphrase)  

The organization shall determine  and analyse external and internal issues that are relevant to its 

purpose and its strategic direction. In particular it should examine those that can affect its ability to 

achieve the intended result(s) of its quality management system. The organization shall continue to 

monitor and review information about these external and internal issues.  

3 NOTES are provided to clarify what are external and internal contexts. Issues can be both negative 

or positive and both  shall be considered. 

(Highlights of the clause ) 

• (Ref to old Standards).This is a totally new clause. 

• ISO is moving a little into strategic management for quality. Instead of prescribing a set of 

rules and requirements to be followed, it now allows some priorities to be based on risks and 

opportunities. 

• The risks and opportunities (R&O) will be analysed from both external and internal aspects. 

Both positive and negative issues shall  be captured for analysis.  

• The analyses need to be monitored and reviewed. In other words, the analysis is not a one-time 

affair. 

 (Compliance Best Practice) 

4.1 Understanding the organization and its context 

1. For compliance with this clause, a full analysis is required on external and internal contexts of your 
organization.   

2. There are guidelines given under NOTES of the Clause, on how to run the analyses. You are also 
permitted to use other methods, so long they serve the purpose and lead to accurate conclusions. 

3. For external analysis, you can use the suggested method (based on PESTEL). There are 2 ways this is 
done. Exhibit 2-1 (Type 1) is used in the traditional strategic sense, with both risks and opportunities 
seen as they stand, Exhibit 2-2 (Type 2) shows another method, where opportunities are 
improvement opportunities rather than windfall. See SN 2.5 and SN2.6. I recommend Type 2, but 
you can make your decision. 
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4. For internal analysis, most organizations would use the processes (turtle diagrams) as bases of the 
analysis, which is very practical and recommended. See Exhibit 2-4 

5. For internal analyses, you should look at only a few major risks, and not everything. See Exhibit 2 -
5A & Exhibit 2-5B..  

6. After deciding on the potential risks, scoring should begin on each item. Scoring tables are provided. 
External analysis have both a risk table and an opportunity table. For internal analysis only the risk 
table is needed. The risk table is a 4X3 scoring table. See Exhibit 2-6. Also see SN2.7 and SN2.10 for 
explanations. 

7. After the scoring, the residual risk of each item is derived. See Exhibit 2-1 & 2-3 for External scoring, 
and Exhibit 2-4 for Internal. For actions, see Clause 6.1 below. 

8. Review is required. I recommend an annual cycle as it is easy to remember. Retain the notes made 
during Review as evidence. See Exhibit 2-9 and Exhibit 2-10 on how to document the reviews. 

 

 

2) 6. Planning, 6.1 Actions to address risks and opportunities (ISO9001)   
(Clause Description-Paraphrase) 

After the analysis of external and internal context, interested parties and their needs and expectations, 

follow-up actions may be needed : (a) to ensure that the QMS can achieve its intended result(s); (b) 

enhance desirable effects; (c) prevent, or reduce, undesired effects; (d) achieve improvement.  

 
(Highlights and Additional Caution) 

• (Ref to old Standards). This is a totally new clause 

• This clause flowing down naturally from both 4.1 and 4.2.  From the analysis on 4.1 ( risks and 
opportunities), and 4.2 ( Interested parties and their needs and expectations), there will be a 
list of conclusions. 

• Final action is we must mitigate against risks and capitalize on opportunities   
 
 (Compliance Best Practice) 

6. Planning, 6.1 Actions to address risks and opportunities 

1. We need to have a system to decide which R&O to adopt. This had been discussed to 
some  extend in Clause 4.1 above. This section discusses a little further and address the 
question of ‘opportunities’.. 

2. For the suggested system here, only a ‘risk’ table is used for scoring. See (Exhibit 2-6). 
There is no ‘opportunity’ table.  

3. When a final score shows up as H or M+, it is a higher risks, and action shall be taken. 
4. For scores of M and L, they are the lower risks, and actions are optional. However, if 

actions are taken, they are considered as improvement, or opportunities for 
improvement. See SN-2.4, SN-2.5, and SN2.8 for more explanations. 

5. How detail show we document the action plans? 3 types of action plans are commonly 
used: a) bullet points, b) simple action plan, and b) full project plan. Type a) bullet points, 
is understood by everyone, and therefore not shown here. The other 2 types are shown in 
Exhibit 2-7 and Exhibit 2-8. 

6. For recording, action plans can be on the same document of the analyses, as shown in 
Exhibit 2-11. Action plans can also be on separate documents, or other documents 
 

 

3) 6.1.2.1 Risk Analysis (IATF16949) 

(Clause Description-Paraphrase)  
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The organization shall include in its risk analysis, at a minimum, lessons learned from product recalls, 

product audits, field returns and repairs, complaints, scrap, and rework. The organization shall retain 

documented information as evidence of the results of risk analysis. 

(Highlights of the clause)  

• (Ref to old Standards). This is a totally new clause 

• This clause is meant to capture risks rising not detected earlier. Some of the areas/events 

where risk are found at: Product recalls, product audits, field returns and repairs, complaints, 

scrap, and rework etc are events that risks can be found; and therefore  must be prevented.  

• Retain records on such risk studies 
 

 (Compliance Best Practice) 

6.1.2.1 Risk Analysis 

1. This is a second net to catch risks which may have escaped from the ‘context analyses’. This 
is activated after each failure. Risks associated with the failure shall be analysed and 
actions taken. The failure list is given in the Clause Description.  

2. As this secondary capturing of risks involves many departments, a procedure should (not 
shall) be prepared for use by all. See Exhibit 2-12 

3. Once a risk is resolved, lessons learned can be updated to the FMEA, control plan and other 
lesser documents down the line to prevent recurrence. 

 

 

4) SIs and FAQs 

None for this Chapter 

 

5. Supplementary Notes 
Legend: HOC= Highlights of Clause, CBP= Compliance Best Practice, S&Q= SIs & FAQ, EXH= Exhibits 

Clause Section Clarification Subjects 

4.1 CBP SN2.1 Why do we analyse only a few major items for risk and 
opportunities? There may be risk missed out in the unchecked 
areas. 

4.1  CBP SN2.2 Why not we use the internal analysis method recommended? 

4.1  CBP SN2.3 What do we check for during review of risk and 
opportunities? 

6.1 CBP SN2.4 Does it make sense to use risk table to look for 
opportunities? 

6.1 CBP SN2.5 Any evidence that opportunities for improvement can be 
accepted as ‘Opportunities”? 

6.1 CBP SN2.6. Is it better to have action plans placed on the same 
document together with analysis? 

EXH EXH 2-3 SN2.7 Why don’t we use SWOT for external analysis? 

EXH EXH 2-1, 2 -2 SN2.8 For External analysis,  there are 2 options to use. Which one 
is better? 

EXH EXH 2-5 SN2.9 Where do I find the major areas for risk and opportunities for 
internal analysis? 

EXH EXH 2-6 SN2.10 Your scoring table is not 3x3, or 5x5. It is 4X3 which is rather 
unusual. What is the rationale behind? 
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EXH EXH 2-9 SN2.11 If R&O review ended with changes and revision of 
document, do I still have to keep the review notes? 

EXH EXH 2-12 SN2.12  The procedure shows we have to update so many 
document, after a risk is captured and resolved. Are we going a 
little overboard?  

EXH EXH 2-1 SN2.13. How do we file the project plans, especially if another 
department is the process owner? 

6.1.2 b(1) Clause SN2.14. What does integrating and implementing the actions into is 
QMS processes? 

 

SN2.1. Why do we analyse only a few major items for risk and opportunities? There may be 

risks missed out in the unchecked areas. 

It is not the intent of the clause to catch every little fish in the pond.  Your QMS which is based 

on the standard will cater for most of the risks; and you don’t have to repeat everything here. 

This exercise is to focus on major potential risks which have significant impact.  Analysing too 

many items is not only a waste of resources, but it also tend to obscure the critical risks.  

SN2.2 For internal analysis, why not we use the method recommended? 

The method given in the standard is to analyse internal context is rather academic . Automotive 

organizations have the turtle diagrams that can provide more tangible analysis and evaluation. We 

should use what gives us a better handle. 

 

SN2.3 What do we check for, during a review of risk and opportunities? 

When conducting a review, we should check on: a)  adequacy of the list, b) continued suitability of the 

assumptions and scoring, and c) the action plans. Revise the document as necessary. 

SN2.4 Does it make sense to use risk table to look for opportunities? 

Yes. In the analysis of organization contexts, the items being analysed will end up either as H, M or L, 

which stands for high, medium and low. Only the H items are adopted in most situations. And they 

are just a handful of them, perhaps 5-10%. The other 90-95% of the items are just left to waste. But 

they represent opportunities for improvement. If adopted, they can make an organization better, 

more effective and more efficient. Lower risks are therefore opportunities. 

 

SN2.5 Any evidence to support their theory, that opportunities for improvement can be accepted 

as ‘Opportunities’? 

We are all conditioned by the SWOT in thinking, and interpreting Opportunities as the opposite of 

Risks. But that is not the intent of ISO. It did not mention SWOT and did not suggest opportunities 

must be opposite of risks. Risks and opportunities can be on the same side of the coin. In my model, 

higher risk are ‘risks”, lower risks when acted on are ‘opportunities’. The model is in no way, in conflict 

with ISO’s definition. See ISO’s definitions on opportunities below: 

• IATF16949:2016 Clause 0.3.3 states: “Opportunities can arise as a result of a situation favourable 

to achieving an intended result, for example, a set of circumstances that allow the organization 

to attract, develop new products and services, reduce waste or improve productivity” <author: 

the favourable situation can be anything, including a weakness, that leads to actions taken> 

• ISO9001:2015. 6.1.2 NOTE2. Opportunities  <author: opportunity can be anything, including a 

weakness, that leads to actions taken> can lead to the adoption of new practices, launching new 

products, opening new markets, addressing new markets, building partnerships, using new 
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technology   and other desirable and viable possibilities to address organization’s or its 

customer’s needs. 

 

Other ISO Management Systems are even clearer of ISO’ bent towards my improvement argument: 

• ISO45001:2018. Clause 3.22. OH&S opportunity: “circumstances or set of circumstances that can 

lead to improvement of OH&S… 

• ISO22000:2018. NOTE at 6.1.3. Opportunities can lead to the adoption of new practices 

(modification of products or processes) using new technology and other desirable and viable 

possibilities to address the food safety of the organization or its customers. 

ISO14001: 2015. 3.2.11 risks and opportunities. Potential adverse effects (threats) and potential 

beneficial effects (opportunities) 

 

One final point to note is for both ISO9001 and IATF16949, the core theme is quality, and not about 

investments or business strategies. Hence opportunities  should refer to opportunities for 

improvement within the QMS context. The strategic tools of SWOT or PESTEL if used in the 

conventional method, is for investments and business strategies.  

 

SN2.6. Is it better to have action plans placed on the same document together with analysis? 

There is no right or wrong here, but a matter of personal preference. Personally, I prefer all 

information on the same page, so I don’t have to look elsewhere for the information and data. 

 

SN2.7 Why don’t we use SWOT for external analysis?  

ISO touches on the elements of SWOT but did not specifically mention the tool. Instead it suggests a 

method close to PESTEL for external analysis. For internal analysis, it also did not mention about SWOT 

but 4 angles to study risk and opportunities. Yes, you can use SWOT but you need to use it in a way to 

show risks and opportunities in sufficient depth, to allow actions to be formulated and implemented. 

 

SN2.8 For external analysis, there are 2 options to use. Which one is better? 

Both can be used, so it is a matter of personal preference. Type 1 is based on mainstream strategic 

approach, and may tangent you off to investment and business strategy mode. Type 2 stays on the 

subject of QMS risk and improvement, which is the core concern of ISO9001 and IATF16949. There 

are people who are not comfortable with Type 2, and they can go to Type 1.  

 

SN2.9 For internal analysis, where do I find the major areas for risk and opportunities for internal 

analysis? 

Major or primary risks and opportunities should be concentrating in the output and the KPI areas. 

Only sparingly can you find a major risk, here and there in the rest of the places. See Exhibit 2-5A. You 

can also start with the purpose of a process, and think of 3-5 major obstacles as the primary risks. See 

Exhibit 2-5B.  

 

SN 2.10 Your scoring table is not 3x3, or 5x5. It is 4 X 3, which is rather weird. What is the rationale 

behind? 

A 4x3 is better than a 3x3 table. The latter results in far too many M (medium risks) that requires 

further decisions on adoption, as ‘M’ is an optional area. Since it is an optional area, most people will 

opt for the easy way-no actions. No action means no benefits to the QMS and the organization. In this 

4 X 3 method, there are M+ as well as M in the risks . M+ is higher risk and actions must be taken. M 
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is somewhat safe and actions remain optional. When actions taken on M, it is Opportunity (for 

Improvement). More action items is the result. 

4x3 is better than a 5 X 5. A 5 X 5 tends to split things too fine and more time taken to complete the 

analysis. In this head-count world, time use should be guarded jealously. 

SN2.11 If  R&O review ends with changes and revision of document, do I still have to keep the review 

notes? 

No, no need. The revised document is your evidence of review. 

SN2.12  The procedure shows we have to update so many document, after a risk is captured and 

resolved. Are we going a little overboard? 

That is the requirement of IATF. You need to monitor, review and update on risk management. There 

are many areas with R&O, starting with internal and external contexts, interest parties, and 

contingency plans. The procedure ropes them all in for the review. If you do them in good time, it will 

be not taxing and every minute spent here is worth it. 

SN2.13. Why is a scenario used to analysing external environment? 

An external analysis based on current situation is history by the time it is done. You will miss 

opportunities and be troubled by threats when they appear.  I advocate people to look a little into the 

future when doing external analysis.  12 months planning is very reasonable. Standard strategic 

management would look into 5 years or more. 

SN2.13. How do we file the project plan, especially if another department is the process owner? 

This has to follow your organization’s  practices. But the suggested method below should not be in 

conflict with most organizations. Project papers should be kept by the respective process owners. 

QMR should be informed, or allowed to review with the process owner periodically as a monitoring 

activity. For audit purpose, a copy should be provided to the QMR. It will speed up the audit, as IATF 

auditors may accept this copy and move on, without calling in the process owner.  

 

Tracking is still an issue though. It is good to have a dashboard view of all ongoing projects. Your 

analysis documents can be dashboard. Records the external files and folders here link you to the 

responsible department. (Exhibit 2-11) 

SN2.14. What does integrating and implementing the actions into is QMS processes? 

It means that actions should really link to the functional departments. They should not be done by the 

QMR for the purpose of completing the risk analysis, for audit purposes only. The corrective or 

improvement actions must be truly implemented in the relevant departments to derive the benefits.  
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6) Exhibits 

 

 

 

  

Exhibit 2-1 External Analysis PESTEL (conventional) 
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Exhibit 2-1 External Analysis PESTEL (conventional)- Page  2 

 

 

 

 

Exhibit 2-1 External Analysis PESTEL (conventional) 



 

9 
 
 

 

Exhibit 2-2. External Analysis. (Risk and Improvement) 

 

 

 

 

 

 

  



 

10 
 
 

 

Exhibit 2-3. External Analysis - SWOT 
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Exhibit 2-4. Internal Analysis-Process based 

 

 

 
 

  



 

12 
 
 

Exhibit 2-5A. Critical Internal Risks Areas 
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Exhibit 5B. Internal analysis (based on risk to purpose) 
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Exhibit 2-6.  4 X 3 Risk Table 
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Exhibit 2-7. Simple Action Plan  
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Exhibit 2-8.  Project Plan with Gantt Chart 
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Exhibit 2-9. Review Evidence Type 1. Notes on the document 
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Exhibit 2-10. Review Evidence Type 2. Recording on Doc change History 
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Exhibit 2-11- Project Linkage Management 
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Exhibit 2-12. Risk analysis following a failure 

 

 
 

>>End of Chapter 2 << 

 


